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eavesdropping by other devices within their coverage area. This paper
studies the security performance of a full-duplex non-orthogonal
multiple access wireless network with energy harvesting
(FDNOMAWNWEH) over Nakagami-m fading channels. Results
show that the total throughput increases as the power of the primary
transmitter increases. Similarly, the total throughput also increases as
the expected security level or the energy harvester efficiency
increases. In addition, there exists a value of the NOMA power
division factor that maximizes the total throughput. Furthermore, the
results show that the total throughput decreases as the fading severity
parameter increases.
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1. Introduction

Advanced wireless networks (5G, 6G) with advantages such as low latency and high data
rates make them suitable for various wireless applications (Boudjit et al., 2023;
Psaromanolakis et al., 2023). Alongside these benefits are challenges, particularly related
to power and bandwidth allocation. The large number of devices used in these networks
adds to the engineering challenges. Furthermore, these networks require a high level of
information security in communications as well as energy efficiency. Therefore, finding
system models that can address multiple objectives simultaneously is essential. This
model helps enhance both energy efficiency and spectral efficiency while ensuring
communication reliability, with an expanding number of users in the networks. Non-
orthogonal multiple access (NOMA) is proposed as a good technical solution to improve
spectral efficiency in wireless communication systems, especially in next-generation
networks like 6G and beyond (Le-Thanh et al., 2024; Li et al., 2022). NOMA allows for
the selection of different power levels for nearby and distant devices, facilitating the
detection and elimination of interference. This technique is considered a means to
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improve system performance. Moreover, energy harvesting (EH) techniques are
becoming increasingly popular (Fan et al., 2023; Lian et al., 2023; Do-Dac et al., 2021).
NOMA users who harvest radio frequency (RF) energy can achieve high energy
efficiency. Additionally, full-duplex (FD) mechanisms significantly improve spectral
efficiency (Chen et al., 2023) since FD allows for simultaneous transmission and
reception of data. Furthermore, Nakagami-m fading channels are flexible and general for
modeling wireless channels (Dang-Ngoc et al., 2021; Ashraf et al., 2021, Do-Dac, et al.,
2020; Ho-Van et al., 2019). The severity parameter of fading, m, is adjusted to model
different wireless channels. Examples include m=1 for Rayleigh fading and m=0.5 for
one-sided Gaussian fading. Thus, this paper studies the security performance of the
FDNOMAWNWEH over perfect Nakagami-m fading channels.

2. System model

FDNOMAWNWEH are illustrated in Figure 1. The model includes a transmitter (T) and
areceiver (R) belonging to the primary network, while the transmitter (S), the far receiver
(F), the near receiver (N), and the eavesdropper (E) belong to the secondary network. The
communication of the primary network can be represented as downlink mobile
communication. T can be a high-power radio transmitter, such as a radio or television
station. S collects energy from T to operate due to its limited energy. S transmits NOMA
to Fand N, and S is assumed to be a full-duplex device with a single antenna. E is the
eavesdropper within the coverage area of the secondary network.
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Figure 1. FDNOMAWNWEH model

The channel coefficients between Tand R, Tand E, Tand S, Tand N, T and F, S and E,
Sand S, Sand N, Sand F, and S and R are denoted as htr, hte, hts, htn, hTr, hsg, hss,
hsn, hse, and hsr, respectively. We assume perfect Nakagami-m fading links with

parameters fading severity and fading power denoted as (mab, pan), Where a = {T, S} and
b= {R, E,S N, F}. Furthermore, their probability density function (PDF) and
cumulative distribution function (CDF) are provided respectively by
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where A, =—", p, =E{|hab|2}=d;b’with dap is the normalized distance between

ab
receiver a and transmitter b.

3. Performance Analysis
a. Signal model
The received signal at S as

ys:hTS\/EXT"'hSS\/FSXS"'gs 3)

The energy collected at S as

Es :TU(PT |hTS|2 +R |hss|2) (4)
The transmitted power of S as
ES

R = ? = U(Ps |hTs|2 +F |hss|2)
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The NOMA signal of the secondary transmitter S is xs. Where xn and xr are the separate

(5)

signals used for N and F respectively, with E{|xc|2} =1,c¢C ={N, F} and  is the fraction

of power allocated to transmit xr. According to the NOMA principle, the xr is allocated
more power than the xy and thus ¢ > 0.5.

Xs = 1P Xe + (1= 1) Py X, (6)
Accordingly, the F, N and E receive the signals yr, yn and ye respectively:

Y. =hg, ﬂPsXF"'hsm/(l_,u) PSXN+th’\/EXT+‘("c )

Where ¢, is the noise at ¢ and the noise power is normalized to No.

The F first recovers the message xr of F by treating xn as noise and then removing the
interference caused by xr before recovering the message xn.

Signal-to-noise plus interference ratio at F as

b E{hSF’\/;UPsXFr}
F p—
E{hSF«/(l—,u)PSxN +he P X + &

/UP5|hSF|2
(1= ) Py |hge|* + Py e + N,

2} (8)
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Signal-to-noise plus interference ratio at N as
— 2
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The message xr has been decoded successfully, so this interference is eliminated. The
received signal at N as

2} ©9)

yN =Yn _hSN‘\/FSXF

= Ry (1= 42) Pty + By [P+

b. Reliability Outage Probability at the far receiver

Given an expected security level Co, ROP at F is the probability that F fails to decode xr
(i.e., the achieved channel capacity of F for decoding X is less than Co).

O; = Pr{log, (1+ @ ) <C, |

(10)

11
=Pr{oyr <A, } -

where A, =2% -1,

c. Reliability outage probability at near receiver

Conditioned on Co, ROP at N is the probability that N fails to decode xr or N successfully
decodes X (i.e., the achieved channel capacity of N for decoding X is higher than Co) but
N fails to decode xn

0, :Pr{logz(lJrCDﬁ,F)<C0 }+ Pr{logz(l+®ﬁ)2co, log, (1+®f ) <C, }
=Pr{®f <A, +Pr{®f > Ay, O} <A} (12)
=1-Pr{®} > Ay, D} 2 A}

d. Total throughput
The total throughput is defined as

0=(0,+6;) (13)
where throughput at ¢, ®_, is derived from the outage probability analysis as
0, =C,(1-0,) (14)

Obviously, the total throughput of the proposed model depends on throughputs ®. . These
throughputs are jointly influenced by a set of parameters (PT Ry, 77, y). So, this set affects

© . Therefore, azchieving the target total throughput requires tuning this set within their
feasible range of values.
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4. lllustrative results

To obtain the survey data, the nodes are assumed to have random coordinates as follows
T(0.4,1.0), R(0.8, 0.9), S(0.1, 0.1), F(0.8, 0.3), N(0.3, 0.1), and E(0.0, 0,4). Normalized
distance is used here to simplify the simulation and calculations. Matlab software is used
to write the Monte Carlo simulation program with the number of transmission channel
realizations 10°, path loss exponent z = 2.8, interference power-to-noise variance ratio
1/No=8 dB.
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Figure 2. Total throughput versus P1/No for Co=0.1bits/s/Hz, n=0.8,and #=0.6

Figure 2 shows that the total reliable throughput increases as the power of the primary
transmitter increases. This is because increasing the power of the primary transmitter
enhances the energy harvested at the secondary transmitter. Additionally, this result
indicates that the total throughput of the system decreases when the fading severity level
is high (with m =1). This can be explained by the fact that high fading severity reduces
the harvesting capability of the secondary transmitter, leading to lower total throughput
compared to when the fading severity is low (m=3).
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Figure 3. Total throughput versus C, for Pr/No=15dB, 7=0.8, and x=0.6
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Figure 3 shows that the total throughput increases as the expected security level Co
increases, meaning that increasing the parameter Co helps enhance the performance.
Notably, the results indicate that the total throughput reaches a saturation point when Co
is increased to 1, meaning that further increases in Co will not significantly improve
performance. With m=1, the throughput is relatively lower compared to the throughput
at higher values (m=2 and m=3).
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Figure 4. The total throughput versus , for Pt/No=15 dB, 1 =0.6, and Co=0.1bits/s/Hz
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Figure 5. The total throughput versus p for Pt/No=15 dB, 7 =0.8, and Co=0.1bits/s/Hz

Figure 4 shows that total throughput decreases as energy harvester efficiency # increases.
This may indicate that when the system collects energy more efficiently, it can lead to a
reduced data transmission capability due to uneven energy distribution or other factors.
When the fading severity is low (m=3), throughput tends to decrease less at higher values
of #. This suggests that more complex models are capable of maintaining better
throughput even when the energy harvesting efficiency is high.

www.tdmujournal.vn Page 688


http://www.tdmujournal.vn/

Thu Dau Mot University Journal of Science ISSN (print): 1859-4433; (online): 2615-9635

Figure 5 shows that total throughput increases as x increases from 0.55 to 0.9 (with m=1)
but continuing to increase x will cause total throughput to decrease. This indicates that there
exists an optimal value for the power splitting coefficient. As m increases, throughput also
increases, with more complex models demonstrating better transmission capabilities. This
suggests that higher values of m can improve performance in power splitting.

5. Conclusions

The results in the paper show that the performance of a full-duplex non-orthogonal
multiple access wireless network with energy harvesting over Nakagami-m fading
channels is presented in terms of the specific total throughput parameters as follows:
When the parameters of the primary transmitter power, the desired security level, and the
energy harvesting efficiency increase, the total throughput increases. Meanwhile, the
power partition coefficient in the adjustable range exists a value where the throughput
reaches its maximum value. Furthermore, the results show that the total throughput
decreases when the fading level parameter increases.
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